Abstract-Quality assessment process is a very complex process. At the same time quality assessment is very vital and crucial for many business processes. In this paper we propose and explain trustworthiness measurement methodology, which is a generic method which can be used to determine the quality of service (QoS) of a given service provider and the quality of product (QoP) of a given product.
I. INTRODUCTION
In this paper, we propose a generic methodology which can be used to determine (a) the quality of service (QoS) of a given service provider and (b) the quality of a given product (QoP). We term the methodology as 'trustworthiness measurement methodology'.
The steps involved in the trustworthiness measurement methodology are as follows:
1. Determine the context of interaction between the trusting agent and the trusted entity. 2. Determine the criteria involved in the interaction between the trusting agent and the trusted entity. 3. Develop a criterion assessment policy for each criterion involved in the interaction. 4 . Determine the trustworthiness value of the trusted entity in the given context and time slot corresponding to the time spot of interaction by making use of CCCI metrics.
It is important to note here that the above proposed methodology can be used to 1. determine the quality of service of service (QoS) when the trusted entity is a service provider; (and) 2 . determine the quality of service of product (QoP) when the trusted entity is a product.
The proposed methodology for determining the Quality of Service (QoS) is exactly similar to the above methodology with the exception that the terms are changed to reflect the service domain. The specialized methodology that determines the Quality of Service provided by a given service provider in an interaction comprises of four steps as follows:
1. Determine the context of interaction between the service requestor and the service provider.
Determine the Context of the interaction The process of determining the mutually agreed behaviour varies depending on whether the trusted entity is a service provider or a product. However, the process of determining the context of interaction from the mutually agreed behaviour is the same irrespective of the trusted entity involved in the interaction. Since determining the mutually agreed behaviour is pivotal in determining the context of interaction, in this section, we propose how the mutually agreed behaviour can be determined if the trusted entity is a product or service. We then subsequently explain the process of determining the context of interaction from the mutually agreed behaviour. In Section 3 and Section 4 we present the process for determining the context of interaction in the scenario when the trusted entity is a service provider and product respectively.
III. PROCEDURE FOR DETERMINING CONTEXT OF INTERACTION WITH TRUSTED ENTITY IS A SERVICE PROVIDER
As was discussed previously, the first step in determining the context of the interaction, is to determine the mutually agreed behaviour. If the trusted entity is a service provider, then the service requestor and the service provider need to enter into a Negotiation Phase. During the Negotiation Phase, the service requestor and the service provider negotiate and agree upon the mutually agreed service. Step 1: Initial Service Proposal from the Service Requestor: As was pointed out in the previous chapter, the service requestor interacts with a given service provider in order to achieve certain objective(s). The initial service proposal from the service requestor contains a finite set of clearly and precisely specified activity(ies) that it expects the service provider to perform in the interaction, in order to achieve its objective(s). By a clear specification of all the activities, we mean that each activity that the service requestor expects the service provider to perform in the interaction should be spelled out in easily comprehensible and unambiguous terminology during the negotiation phase. By precise specification of the activities, we mean that the output of each activity that the service requestor desires the service provider to perform should be quantified and expressed in terminology that is mutually understandable to both the interacting parties.
Step 2: Revision of Initial Service Proposal by the Service Provider: Based on the initial service proposal, the service provider should revise the initial service proposal into a service proposal that comprises of a set of clearly and precisely specified set of activities, which it feels that it is willing and capable of delivering. In order to do so, the service provider determines the set of activities specified in the initial service proposal that it feels it is not capable of, or unwilling to carry out. It would then revise the initial service proposal and produce a new service proposal that comprises of a set of clearly and precisely specified set of activities, which it is capable of and willing to carry out in its interaction with the service requestor. The service provider should in practice try its best to ensure that the set of proposed activities in the modified service proposal achieves the objective(s) of the service requestor in the interaction. The service provider would then communicate the modified service proposal to the service requestor.
Step 3: Considering the Revised Service Proposal: Once the service requestor receives the revised service proposal, it would consider whether the revised service proposal would help it to achieve its objective(s). If it feels that the objectives that it aims for in the interaction would be achieved by the revised service proposal, then it has the option of changing the revised service proposal into the mutually agreed service.
Conversely, if it feels that the revised service proposal from the service provider would not help it achieve its objectives in the interaction, then it has two options as explained below.
Step Once the mutually agreed service has been determined, the service requestor can determine the context of interaction. The procedure for determining the context of interaction from the mutually agreed service is as follows:
1. The context of interaction should encapsulate all the activities that were mutually agreed upon between the interacting partners.
2. The context of interaction does not quantify the expected output of the activities that were mutually agreed upon between the interacting partners.
The context of the interaction should be a high level summarization of all the mutually agreed activities between the interacting partners. As mentioned before, the terminology used by the service requestor to represent the context of interaction is not important as long as the terminology is synonymous with the terminology used in the mutually agreed service.
IV. PROCEDURE FOR DETERMINING CONTEXT OF INTERACTION WITH TRUSTED ENTITY IS A PRODUCT
Unlike the situation where a trusting agent is engaging in an interaction with a service provider, there is no negotiation phase in case the trusted entity is a product. The reason for this is that, unlike a service provider, a product is not intelligent and hence cannot determine whether or not it can deliver on a given functionality. As a result, it cannot engage in a Negotiation Cycle with another entity.
In order to determine the mutually agreed functionality, the trusting agent needs to make use of the product manual or product disclosure statement or product catalogue or purchase warranty or specification or purchase agreement produced by the manufacturer for the product. These documents specify the functionality of the product. The functionality of the product should be clearly and precisely specified or clearly and precisely disclosed by the product manufacturer to the user by using one of the forms of documents listed in Table 1 . These documents specify that the product manufacturer assures or vouches that the product will accomplish certain functionality(ies) to a specified extent. The extent to which a given functionality would be accomplished is specified by making use of standard terminology. If the trusting agent feels that the extent to which a given functionality would be satisfied or accomplished by the product (as specified or disclosed by the manufacturer using one of the forms of documents listed in Table 1 ) could help it in achieving its objectives in its interaction then the trusting agent can go ahead and interact with the product on the terms and conditions specified in one of the forms of documents listed in Table 1 . Those quantitatively expressed functionalities, based on which the trusting agent is making a trust-based decision of interaction with a product and which have been agreed to by the product manufacturer, constitute the mutually agreedfunctionality.
The mutually agreed functionality can be additionally derived from the advertisements about the product. The advertisement of a product quantitatively (in commonly used terminology) specifies the functionality of the product.
The mutually agreed functionality of the product specifies the set of all functionality(ies), corresponding to the use of the product by the user and that have been disclosed to the buyer.
Once the mutually agreed functionality has been determined, the context of the interaction can be determined in the same way as outlined in the previous section.
V. IDENTIFY THE CRITERIA FOR MUTUALLY AGREED BEHAVIOUR
We define criterion as a decisive factor, the performance or the output of which has been mutually agreed upon by both the trusting agent and the trusted entity, and the trusting agent would evaluate the performance of the trusted entity in that decisive factor in its interaction with the trusted entity. In the case where the trusted entity is a service provider, the criteria in an interaction would be the set of all the activities involved in the interaction, the output of which has been mutually agreed upon by the interacting partners. In the case where the trusted entity is a product, the criteria in an interaction would then be the set of all the functionalities in the mutually agreed functionality. The different forms of documenting the mutually agreed functionality between the trusting agent and the product are depicted in Table 1 .
In order to determine the criteria involved in an interaction, the trusting agent needs to go through the mutually agreed behaviour and individually pick out all those activities or functionalities that have been mutually agreed upon by the interacting partners.
VI. DEVELOP THE CRITERION ASSESSMENT POLICY
We define criterion assessment policy as the rules or regulations or policies based on which the trusting agent would assess whether or not a given criterion in its interaction with the trusted entity has been met. For each given criterion in the interaction (determined as outlined in the previous section), the trusting agent would need to develop its corresponding criterion assessment policy. A criterion assessment policy for a given criterion would quantitatively compare the actual behaviour and the mutually agreed behaviour of the trusted entity in that particular criterion to determine whether or not that particular criterion has been met by the trusted entity (or the extent to which the given criterion has been met).
Developing a criteria assessment policy for a given criterion is a subjective process and depends on the trusting agent. As an example, let us assume that Alice purchased Apple iPod Nano, only because she read in the product advertisement that it can hold up to 7500 songs. Based on the above guidelines for determining mutually agreed functionality and the context of use of the product, the mutually agreed functionality in this case is 'storing 7500 songs' and the context of use of the product is 'storing songs'. There is just one functionality involved in the interaction which motivated Alice to purchase the product namely, 'storage capacity of 7500 songs'.
The final step is measuring the trustworthiness value of the trusted entity and quantifying it numerically is by determining the correlation between a. The actual behaviour of the trusted entity in the interaction (and) b. The mutually agreed behaviour of the trusted entity in the interaction.
In order to assess whether or not the actual behaviour of the product Apple iPod Nano in the criterion involved in the use of the product, was in consonance with the mutually agreed behaviour, Alice needs to develop the criterion assessment policy for the given criterion. In order to measure the correlation between these two factors, we need to quantify them. In the next section, we propose a metric to quantify both the actual behaviour and the mutually agreed behaviour of the trusted entity in the interaction. Additionally in the next section, we will propose the CCCI Metrics that leverage the criterion assessment policy of each criterion in the interaction to determine a weighted value of the actual behaviour and the mutually agreed behaviour of the trusted entity. The weights applied in determining the weighted values of the actual behaviour and the mutually agreed behaviour are the clarity of the criteria and the importance of the criteria that compose the interaction. Finally, the CCCI Metrics determine the correlation between the weighted values of the actual behaviour and the mutually agreed behaviour to determine the trustworthiness value of the trusted entity, numerically. When the trusted entity is a service provider, then in order to quantitatively and semantically express the Quality of Service (QoS) provided by a given service provider, the service requestor needs to determine the correlation between (a) The actual service delivered by the service provider (and) (b) The mutually agreed service between the service requestor and the service provider.
When the trusted entity is a product, then in order to quantitatively and semantically express the Quality of Product (QoP) in a given context, the trusting agent needs to determine the correlation between VII. DETERMINE THE TRUSTWORTHINESS VALUE (a) The actual functionality delivered by the product (and) (b) The mutually agreed functionality between the trusting agent and the product.
VIII. CONCLUSION
In this paper we proposed and described the trustworthiness measurement methodology for quality assessment purposes. The trustworthiness measurement methodology can be used to determine the quality of service (QoS) when the trusted entity is a service provider and can be used to determine the quality of product when the trusted entity is a product.
The proposed trustworthiness measurement methodology comprises of 4 steps. Each of these steps were described and discussed in this paper. Due to space constraints the description was not in depth and extensive. Interested readers are requested to refer to [1, 2] for an extensive and in depth discussion and description of the trustworthiness measurement methodology.
